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Chairman), Paul Baker, Keith Bickers, Joan Bradley, Callum Buxton, Edward Crouch,           
Lionel Harman, Joshua High, Luke Proudfoot, Susan Jelliss, Jane Sim, Bob           
Smytherman, Paul Westover, Steve Wills 

 
  
 

Agenda 
Part A 
 
1. Declarations of Interest 

 
Members and officers must declare any disclosable pecuniary interests in relation to            
any business on the agenda. Declarations should also be made at any stage such              
an interest becomes apparent during the meeting.  

  
If in doubt contact the Legal or Democratic Services representative for this meeting. 
 

2. Substitute Members  
 
3. Confirmation of Minutes 

 
To approve the minutes of the Licensing and Control Committee A meeting of held              
on the 30 January 2017, copies of which have been previously circulated. 
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4. Public Question Time 

 
To receive any questions from Members of the public in accordance with Standing 
Order 11.2 

 
( Note:  Public Question Time will operate for a maximum of 30 minutes.) 

 
5. Findings of the Hackney Carriage and Private Hire Handbook Working Group 
 

To consider a report by the director for Communities, copy attached as item 5 
 
6. CCTV Impact assessment for Private Hire and Hackney Carriage licensed          

vehicles 
 

To consider a report by the director for Communities, copy attached as item 6 
 
 
Part B - Not for publication - Exempt Information Reports 
 
 
 
 
 
 
 
 
 

For Democratic Services enquiries relating 
to this meeting please contact: 

For Legal Services enquiries relating to 
this meeting please contact: 

Chris Cadman-Dando 
Democratic Services Officer 
01903 221364 
chris.cadman-dando@adur-worthing.gov.uk 

Caroline Perry  
Solicitor 
01903 221086 
caroline.perry@adur-worthing.gov.uk 

 
Duration of the Meeting: Four hours after the commencement of the meeting the             
Chairperson will adjourn the meeting to consider if it wishes to continue. A vote will be                
taken and a simple majority in favour will be necessary for the meeting to continue. 
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Findings of the Hackney Carriage and Private Hire Handbook Working Group 
 
Report by the Director for Communities 
 
 
1.0 Summary 
 
1.1 This report details for members the outcome of investigations following concerns           

raised during public question time at the Committee’s meeting on the 30 January             
2017. 

 
2.0 Background 
 
2.1 At the Committee’s meeting on the 30 January 2017 a representation was made by              

individuals of the Hackney Carriage and Private Hire trade. The representation           
asserted that changes made to the Hackney Carriage and Private Hire Handbook            
were not those that had previously been agreed.  

 
2.2 In response to the claims the Committee agreed to set up a small working group               

consisting of Councillors Paul Baker and Joshua High. A private hire operator, Mr             
Andrew Carr was invited to give evidence to the working group.  

 
2.3 The working group met on the 14 February to go through a list presented by               

members of the trade at the Committee’s meeting on the 30 January.  
 
2.4 The working group found, with the exception of one inconsistency, that the handbook             

was congruent with decisions made by the Licensing and Control Committee A at the              
meetings held on the 26 September 2016 and the 15 December 2016.  

 
2.5 When referring to the dress code the final version of the handbook omitted a              

sentence encouraging operators to see that the dress code be adhered to.  
 

2.6 That withstanding, the trade representative felt that there were some aspects of the             
handbook that needed further review. For clarity they are detailed as follows:  
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1. Appendix E, Private Hire Vehicle Specification, Section 2 2.1 - 2.3a, - with             
regards to the 7 year on 10 year off rule the working group was told that even                 
though cars past ten years of age could be licenced with six monthly             
inspections they would not be allowed to be licensed because of a clause that              
stated the vehicle would only be accepted for use if ‘Mileage for the vehicle is               
no higher than the average mileage that could be expected for a similar             
vehicle if that vehicle was used solely for social, domestic and pleasure            
purposes.’ Members were told that this was not realistic for a vehicle used as a               
taxi.  

2. Appendix E, Private Hire Vehicle Specification, Section 2, 2.3I - The handbook            
stated ‘that the vehicle must have a service record to show that it has been               
properly serviced and maintained in accordance with the manufacturer’s         
service specification.’ The working group was told that a full service record            
was not always available upon purchase of a vehicle. 

3. Paragraph 4, 4.7 - the representative sought advice about the need for            
disability awareness training for those drivers who had imminent licence          
renewals . Advice from the taxi licensing team was that drivers that have             
already undertaken the Btec will not be required to take disability awareness            
training as they have already undertaken the disability training within the Btec            
qualification. If any driver wishes to refresh or update their knowledge then            
details are available at the taxi licensing office; 

4. Paragraph 14 14.1, 41.2 - Door signage - the representative asked why these             
had to be permanent fixtures given that there were already fixed plates to both              
rear doors to the vehicles. He told the group that drivers used their vehicles for               
social domestic and pleasure and should be able to remove the signs when             
not in use for business; 

5. Paragraph 13 - 13.3 - Roof signs - There were concerns for the representative              
that the roof sign size listed in the handbook was not the correct size and that                
stipulated wording was unnecessary. The taxi licensing team has provided          
information that the error relating to size has been noted and that a further              
report will be submitted to the committee on that issue.  

6. Appendix M revised, points system - The representative stated that they had            
not been aware of the meeting that had discussed the penalty points system             
and felt that some of the points were overly punitive such as being given points               
for being late for a booking; 

7. Appendix J, Dress code - The representative stated that the dress code was             
unnecessarily excessive. The Licensing office has commented that it would          
not object to a drive looking smart in polo short and a pair of jeans. 

8. Appendix K, 4 - 4.1 and 4.2 - the representative told members that provisions              
relating to the booking of journeys didn’t take account of bookings via apps             
and that drivers could not book a return journey on behalf of a customer whilst               
transporting them on an outward journey. The licensing office has commented           
that it is unlawful for a driver to take a booking unless he/she holds a private                
hire operator licence and that a return journey can be made at the time the               
customer is making the first booking with the operator.  

 
2.6 The handbook in its current form came about as a result of extensive consultation              

and committee debate. Advice from the legal department is that non-minor changes            
to the handbook should need to go through the same process.  
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2.6 The working group discussed how communication between the trade and the           

licensing office could be improved and it was considered beneficial if regular            
timetabled meetings could be held which included an agenda and some type of             
record of the outcome of the meeting.  
 

3.0 Proposals 
 
3.1 The working group is aware that concerns have been expressed by some Hackney             

Carriage and Private Hire Drivers concerning the final version of the handbook but is              
mindful of the consultation exercise that has been undertaken to put it together. It is               
proposed that the Licensing and Control Committee A set a date by which a formal               
review of the handbook can take place after a reasonable period of time and believes               
that this would provide parties with an interval in which an assessment of the              
operation of the handbook can be made. This could be 18 - 24 months or whatever                
period of time the committee decides. Part of the review should include a consultation              
period involving the Hackney Carriage and Private Hire trade.  

 
3.2 That at the start of the year the taxi licensing team schedule 2-3 meetings a year to                 

meet with taxi and private hire drivers and that this meeting have an agenda and a                
method of recording the content of the meeting.  

 
 
4.0 Legal 
 
4.1 All significant changes to the handbook require Committee Consultation particularly          

where the rules of natural justice, caselaw, statute and regulatory law may be             
affected.  

 
 
5.0 Financial implications 
 
5.1 There are no financial implications for the Council 
 
 
6.0 Recommendation 

 
6.1 
 
 
 
6.2 
 
 
 
6.3 

That the Licensing and Control Committee A sets a time frame within which the 
Hackney Carriage and Private Hire licensing handbook be reviewed as set out in 
3.1.  
 
That the Licensing and Control Committee A recommends that a regular timetabled 
meeting be set up between the Trade and Licensing Officers, that those meetings 
have an agenda and some method of recording the meeting.  
 
That the  Licensing and Control Committee A note the minor amendment to the 
handbook as set out in paragraph 2.5 of the report.  
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Mary D’Arcy 
Director for Communities 

 
 
Local Government Act 1972  
Background Papers: 

 
Reports, minutes and recordings of the meetings of the Licensing and Control Committee             
26.09.16 and 15.12.16  
 
Contact Officer: 

  
Chris Cadman-Dando 
Democratic Services Officer 
Town Hall, Chapel Road, Worthing 
Tel: 01903 221634 or Email: chris.cadman-dando@adur-worthing.gov.uk 
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Schedule of Other Matters 
 

 
1.0 Council Priority 
 
1.1 Licensing of taxi and private hire drivers is directly related to public safety issues. 
 
2.0 Specific Action Plans 
 
2.1 Matter considered and no issues identified. 
 
3.0 Sustainability Issues 
 
3.1 Matter considered and no issues identified. 
 
4.0 Equality Issues 
 
4.1 Matter considered and no issues identified. 
 
5.0 Community Safety Issues (Section 17) 
 
5.1 Licensing of taxi and private hire drivers is directly related to community safety             

issues. 
 
6.0 Human Rights Issues 
 
6.1 Matter considered and no issues identified. 
 
7.0 Reputation 
 
7.1 The Committee must balance the rights of the individual against and the potential risk              

to the Council’s reputation if it should transpire that the wrong decision has been              
taken.  

 
8.0 Consultations 
 
8.1 As set out in the report  
 
9.0 Risk Assessment 
 
9.1 Financial - there are costs associated with a public consultation  
 
10.0 Health & Safety Issues 
 
10.1 Matter considered and no issues identified. 
 
11.0 Procurement Strategy 
 
11.1 Matter considered and no issues identified. 
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12.0 Partnership Working 
 
12.1 Matter considered and no issues identified. 
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CCTV Impact assessment for Private Hire and Hackney Carriage licensed vehicles 
  
Report by the Director for Communities 
 
1.0 Summary 
  
1.1        This report details for members the outcome of a CCTV Impact Assessment  

following the Committee’s meeting on the 26 September 2016, when it was  
resolved by Members to approve a new Hackney Carriage and Private Hire  
Licensing Handbook and the issue of the installation of CCTV be brought back to              
the Committee following completion of the assessment. 

  
2.0       Background 

  
2.1 At the Committee’s meeting on the 26 September 2016 a decision was made to  

defer the decision on compulsory CCTV installation for Private Hire and Hackney            
Carriage licensed vehicles (LCCA/16-17/04).  

  
2.2 The Committee agreed that a CCTV impact assessment would be required to  

enable the Committee to make a decision on CCTV. 
 
2.3 Some Hackney Carriage and Private Hire Vehicles have already  installed CCTV,  

and the Council's current Handbook does not contain any guidance on the use of  
CCTV. 
 

2.4     If the Council is to allow the use of CCTV in Hackney Carriage and Private Hire  
vehicles it should ensure that there is clear conditions of use. It is timely, for the                
licensing conditions to be clear on the optional  
or mandatory use of CCTV. 
 
 
 
 

 
2.5 Data protection code of practice for surveillance cameras and personal  

information 
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In determining the use of CCTV in Hackney Carriage and Private Hire vehicles the              
Council has relied upon the Information Commissioner’s ‘Data protection code of           
practice for surveillance cameras and personal information’ (2015) ICO : A data            
protection code of practice for surveillance cameras and personal information (2015).  

 
CCTV surveillance camera devices which process personal data/information must         
comply with the principles of the Data Protection Act (DPA) 1998. The code sets out               
the Information Commissioner’s recommendations on how the legal requirements of          
the DPA can be met. The code also reflects the wider regulatory environment as will               
as the ICO’s  
ICO Conducting privacy impact assessments code of practice (2014) 
SCC : Surveillance Camera Code of Practice (2013) 
 
The ICO promotes privacy impact assessments (PIA) as a tool which will help             
organisations to comply with their DPA obligations, as well as bringing further            
benefits.  

 
2.6 CCTV in Hackney Carriage and Private Hire vehicles privacy impact  

assessments  
In order to assess the impact of introducing mandatory or voluntary conditions in             
relation to the use of CCTV in hackney carriages and private hire vehicles a PIA               
has been undertaken in consultation with the Council’s Data Protection Officer.           
Appendix A conclusion of the PIA, protects the drivers and public and ensures fit              
and proper purposes. 

 
2.7 CCTV in Hackney Carriage and Private Hire vehicle conditions 

The 26th September 2016 Committee report makes reference to the Consultation           
and for completeness those comments regarding CCTV are attached in  
Appendix B 

 
2.8 The Hackney Carriage and Private Hire handbook was previously approved overall  

following the consultation process and was agreed that CCTV would follow  
thereafter to form part of the Hackney Carriage and Private Hire handbook after the              
impact assessment review see Appendix C if approved this appendix will be            
inserted at the end of Appendix A, B, E, and F of the current approved Hackney                
Carriage and Private Hire handbook. 

 
3.0 Proposals 
 
3.1 Although proprietors are volunteering to install CCTV, officers recommend the  

formal introduction of a condition for respective hackney carriage and private hire            
vehicle licences to require the mandatory use of CCTV.  
 
 
 

3.2 There will be some exceptions to the rule.  The risk of violence, threat or  
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intimidation towards executive driver and other speciality business is very small.           
Accordingly, there should be a presumption in favour of requiring all licensed            
vehicles to have CCTV with the exception of:  

 
● Executive or Speciality Vehicles 

 
Worthing Borough Council authorised officers should be given authority to grant           
such dispensations to proprietors from the requirement to have CCTV on individual            
merit. 

 
3.3 The initial costs of any CCTV system may be recoverable as an allowable business 

expense for tax purposes. It is understood that a competent system can be  
purchased and installed for about £474.00 or £26.00 a month. Some insurers may             
offer reduced insurance premiums where CCTV is installed and has been proven to             
assist with insurance claims 

 
3.4 Should the committee endorse the mandatory use of in car CCTV cameras by way  

of formal conditions, there should be a presumption in favour of a “phased in”  
approach to allow both vehicle proprietors and system installers’ time to comply with             
any new committee directives. 

 
3.5 Recognition of the PIA assessment should be noted  and approve the conditions 

of use for CCTV in Hackney Carriage and Private Hire vehicles. 
 
3.6 Approve the mandatory use of CCTV for; 
 

a)  new licences from the date of the first issue of the licence; and  
b)  existing licensed vehicles within a year from the issue date of the licence.  

   
4.0 Legal 

  
4.1 The Council has a statutory duty when considering applications for hackney           

carriage and private hire driver’s licences under the Local Government          
(Miscellaneous Provisions) Act 1976 to not grant a unless it is satisfied that the              
applicant is a fit and proper person to hold a driver’s licence. 

 
4.2     When determining licensing policies and applications, the principles of the Human 

Rights Act 1998 must be taken into consideration. The convention rights of both 
individuals and members of the public as a whole will be given due weight. The Act 
acknowledges that local authorities are entitled, amongst other things, to act where 
this is in the “general interest”. 

 
4.3 Members must consider each licensing issue on its own merits, and in accordance             

with the principles of natural justice, as well as the provisions of the Local              
Government (Miscellaneous Provisions) Act 1976. All relevant factors must be          
taken into account, and all irrelevant factors must be disregarded. 
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4.4 All policies, guidance and applications, before Committee, must be considered          

against the backdrop of anti-discriminatory legislation, such as the Equality Act           
2010 and also in accordance with the Council's stated policy on Equal Opportunities 

 
4.5 In accordance with Section 17 of the Crime and Disorder Act 1998 the Council is               

under a duty to exercise its functions with due regard to the likely effect on, and the                 
need to do all it reasonably can to prevent, crime and disorder in its areas. The                
possible crime and disorder implications are clearly relevant factors in the           
consideration of all licensing matters. In giving "due regard" to these possible            
implications members will consider and weigh up all the information available and            
representations made, including those from the public and authorities particularly          
the Police. 
  

5.0 Financial implications 
  

5.1 There are no financial implications for the Council 
  

 6.0  Recommendation  

 6.1  The Committee is asked to consider the draft Hackney Carriage & Private Hire             
CCTV conditions and the representations received. Members are requested to          
approve the adoption of the conditions set out at Appendix C in relation to the               
installation and use of CCTV in Hackney Carriages and Private Hire vehicles, and             
that these conditions form part of the licensing handbook previously approved on            
the 26th September 2016.. 
 
 

Mary D’Arcy 
Director for Communities 

 
 
 
 

  
Local Government Act 1972 

 
Background Papers: 
  

● Appendix A – Impact Assessment 
● Appendix B – CCTV representations 
● Appendix C - Conditions to be applied to Hackney Carriage and Private Hire             

Vehicles 
● Appendix D - Photo evidence of injuries inflicted on a driver 
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Contact Officer: 
  

  Principal Author & Contact Officer: 
Teresa Bowley 
Licensing Officer 
Commerce Way 
Lancing, BN15 8TA 
Tel: 01273 263146 or Email: teresa.bowley@adur-worthing.gov.uk 

  
Schedule of Other Matters 
  

1.0 Council Priority 
  
1.1 Licensing of taxi and private hire drivers is directly related to public safety  

issues. 
  
2.0 Specific Action Plans 
  
2.1 Matter considered and no issues identified. 
  
3.0 Sustainability Issues 
  
3.1 Matter considered and no issues identified. 
  
4.0 Equality Issues 
  
4.1 Dealt with in the body of the report. 
  
5.0 Community Safety Issues (Section 17) 
  
5.1 The public have a right to expect the Council to protect them from improper  

persons being granted a licence. 
  
6.0 Human Rights Issues 
  
6.1 All applicants have the right to expect that their application will be properly  

and fairly considered. The public have a right to expect the Council to             
protect them from improper persons being granted a licence. 

  
7.0 Reputation 
  
7.1 The Committee must balance the rights of the individual against and the  

potential risk to the Council’s reputation if it should transpire that the wrong  
decision has been taken.  

  
8.0 Consultations 
  
8.1 Matter considered and no issues identified 
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9.0 Risk Assessment 
  
9.1 Financial - The only consequences identified are those associated with the  

defence of an appeal, or a judicial review, if the applicant were to pursue the               
application through the courts following a decision by this committee that the            
applicant regarded as unsound. 

  
10.0 Health & Safety Issues 
  
10.1 Matter considered and no issues identified. 
  
11.0 Procurement Strategy 
  
11.1 Matter considered and no issues identified. 
  
12.0 Partnership Working 
  
12.1 Matter considered and no issues identified 
 

Licensing and Control Committee A Agenda item 6 
28 November 2016 14



Privacy impact assessment (PIA)  for  CCTV within licences 
Hackney Carriage and Private Hire Vehicles. 
 
1 Identifying the need for a PIA 
As the Council is looking to mandate the use of CCTV as part of Hackney Carriage and                 
Private Hire licensing the Council is undertaking this PIA to look at if the initiative is lawful,                 
proportionate, and to ensure that privacy risks are minimised while allowing the aims of the               
CCTV in licensed Hackney Carriage and Private Hire vehicles to be met whenever possible.              
Risks can be identified and addressed at an early stage by analysing how the proposed uses                
of personal information and technology will work in practice.  
 
As part of that assessment it is necessary to determine who is the ‘data controller. The                
recording and storage of CCTV images is personal data and falls within the Data Protection               
Act 1998 (DPA). The DPA defines a “data controller” as the individual or organisation which               
has ultimate responsibility for how personal data is collected and processed. For the             
purpose of the installation and operation of in-vehicle CCTV, the council considers that the              
the “data controller” is the company, organisation or individual which has decided to have a               
CCTV system installed and operating within the vehicle. The ‘data controller’ is responsible             
for processing and exercising control over personal information together with how images            
are stored and how they should be disclosed. Data controllers must ensure that any              
processing of personal data for which they are responsible complies with the DPA. Failure to               
do so risks enforcement action, even prosecution, and compensation claims from           
individuals. 
 
2. Describing the information flows 
 
Purpose 

The implementation of CCTV within licensed vehicles will serve multiple purposes           
which ultimately will enable the prevention and detection of crime and promote a safe              
experience for both drivers and the travelling public 

The purposes include:- 

● The protection of licensed drivers 
● The protection of the travelling public 
● The protection of contracted support 
● To ensure that licensed drivers continue to be ‘fit and proper’ in line with the               

licensing conditions 
 

The protection of licensed drivers 

CCTV footage would allow any review or hearing to consider the CCTV evidence and              
make a more informed assessment before reaching their decision. 

Drivers work alone, often at antisocial hours, visiting areas that may be poorly lit or               
away from safe routes, and could be carrying any amount of cash within the taxi cab.                
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These factors could increase the risk posed to the driver. Violence against driver             
appear to have increased in general, not only in the Town Centre but in the               
surrounding areas  of the borough and outside the district . 

Evidence recorded on CCTV can be used to obtain information on various matters             
including 

·           Racial abuse and physical assaults of drivers 
·           Passengers making off without payment 
·           Investigation on inappropriate behaviour 
·           Rape allegations 
·           Investigation on passenger stealing property found in taxi 

 

The protection of taxi passengers 

Licensed vehicles are used extensively to service the late night economy, the period of              
which extends well beyond the availability of other forms of public transport. Patrons             
often have little choice but to use licensed vehicles. Some customers may be             
vulnerable if they have consumed excessive amounts of alcohol, and or, become            
separated from their friends. Licensed vehicles are often the only option for vulnerable             
people who have no direct transport links, or who have special transportation            
requirements. 

Without the benefit of CCTV an example of risks identified are evident in the following               
case studies:- 

1. Police often have insufficient information to take a prosecution. 
2. Victims do not receive appropriate restitution. 
3. Drivers may continue to trade for extended periods; whilst any          

appeal is determined, potentially placing other vulnerable people at         
risk. 

4. Lack of evidence to effectively deal with the first instance meant the            
driver was still able to trade, which resulted in a second unrelated            
allegation of a serious sexual assault (see below case study 1). 

5. The availability of a more robust evidence base would have, in all             
likelihood secured a more timely resolution in both cases 

 
Case studies 
 
2.9  Incidents recorded to the licensing office in Worthing: 

Case 1: Hackney Carriage vehicle stolen from the rank after drunk  
passengers were being dealt with by the driver 
Case 2: Driver assaulted and robbed insufficient evidence no arrests were made and             
the vehicle is now installed with CCTV 
Case 3: Driver and vehicle assault by a passenger who was behaving normally when              
his attitude suddenly changed and he started to punch out at the driver and              
windscreen. CCTV footage showed the attack on the driver but due to no sound              
recording it was difficult to prove the attack on the vehicle. Driver received £200              
compensation. 
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Case 4: Driver threatened with a knife mobile phone taken. Arrest made no further              
detail. 
 
 
 
Incidents outside of the district: 
Case 1: Driver attacked with a samurai sword held to the throat passenger fled after               
stealing takings and car keys. Attackers identified from CCTV on an adjoining            
building. CCTV has now been installed in the vehicle 
Case 2: Driver accused of sexual assault CCTV footage established false allegation            
and no offence was committed by the driver.. 
Case 3: Driver assaulted by female passengers then followed and attacked again by             
the male passenger, CCTV with no sound was installed within the vehicle and             
recorded the incident. All  3 offenders were found guilty of the offences. 
Case 4. Vehicle collision resulted in clarification to the insurance company that it was              
a non fault accident enabling the driver to continue to work. 

 
The introduction of CCTV allows the Council with strategic partners to work with the trade,               
taxi marshals and street pastors to signpost people towards vehicles which operate to the              
highest standards of public safety. The availability of CCTV would increase the fear of              
sanction and reduce the likelihood of an incident occurring. In the event that a serious               
incident was to occur, or an allegation be made, then the availability of CCTV would enable                
an evidence based decision to be made, as to whether a crime has been committed, and                
increase the likelihood of securing an appropriate sanction. 
 
Consulations 
 

An alternative is to rely on existing controls to safeguard the public and to protect drivers                
and not to use CCTV. 

Existing control measures include the requirement for Disclosure & Barring Service           
(DBS) checks for drivers upon application and then every three years. Incidents            
continue to be reported despite these DBS checks. 

The DBS check provides a snapshot at that time of categories such as unspent              
convictions, depending on whether a basic or enhanced check is undertaken. If an             
incident occurs after a successful check has been undertaken, this would not            
necessarily be picked up unless the organisation requested another DBS check to            
be undertaken. 

 
Where the Council receives a complaint or allegation, it currently has no option but to               
suspend the driver pending an investigation. The implementation of CCTV would provide the             
council with the means to have a quicker overview of any alleged incident. 
 

What enforcement activity is there? 
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The Council’s Licensing Team carry out periodic enforcement operations in conjunction with            
other partner agencies e.g. adjoining local authorities, the Road Policing unit. These            
enforcement operations include, vehicle maintenance checks, airport checks on vehicles,          
benefit fraud checks, unlicensed operations, misuse of red diesel and immigration 
 
 
 
 

Existing operators and licensing trade 

The service has spoken with other authorities who have systems in operation .The             
service has consulted with the trade, on the licensing policy, which includes the             
implementation of CCTV Policy and 34 responded to the policy, the feedback received             
was evaluated and was put forward to the licensing control committee A 26 September              
2016 and are attached to this report as Appendix B 

 
 
3. Identifying the privacy and related risks 

Risks to individuals 
● Inadequate disclosure controls increase the likelihood of information        

being shared inappropriately. 
● The context in which information is used or disclosed can change over time,             

leading to it being used for different purposes without people’s knowledge. 
● New surveillance methods may be an unjustified intrusion on their privacy. 
● Measures taken against individuals as a result of collecting information about           

them might be seen as intrusive. 
● The sharing and merging of datasets can allow organisations to collect a much             

wider set of information than individuals might expect. 
● Identifiers might be collected and linked which prevent people from          

using a service anonymously. 
● Vulnerable people may be particularly concerned about the risks of          

identification or the disclosure of information. 
● Collecting information and linking identifiers might mean that an organisation is           

no longer using information which is safely anonymised. 
● Information which is collected and stored unnecessarily, or is not properly           

managed so that duplicate records are created, presents a greater security risk. 
● If a retention period is not established information might be used for longer than              

necessary. 
● Not recording at all times of a journey could impact on the comfort and              

safety of the passenger 

Corporate risks 
● Non-compliance with the DPA or other legislation can lead to          

sanctions, fines and reputational damage. 
● Not recording and an incident occurring could have reputational damage and           

impact on internal and external investigations 
● Problems which are only identified after the project has launched are more likely             

to require expensive fixes. 
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● The use of biometric information or potentially intrusive tracking technologies          
may cause increased concern and cause people to avoid engaging with the            
organisation. 

● Information which is collected and stored unnecessarily, or is not properly           
managed so that duplicate records are created, is less useful to the business. 

● Public distrust about how information is used can damage an organisation’s           
reputation and lead to loss of business. 

● Data losses which damage individuals could lead to claims for compensation. 

Compliance risks 
● Non-compliance with the Data Protection Act 1998. 
● Non-compliance with human rights legislation. 
● Non-compliance with the Privacy and Electronic Communications Regulations        

(PECR). 
● Non-compliance with sector specific legislation or standards. 

 
 
4 Identifying privacy solutions. 
 

Privacy issue Risk(s)  Solution(s) Evaluation 

Excessive recording 
of members of the 
public in the vehicle 

New surveillance 
methods may be an 
unjustified intrusion on 
their privacy. 

People may be concerned 
about the risks of 
identification or disclosure 
of information. 
 
Non-compliance with the 
DPA or other legislation 
can lead to sanctions, 
fines and  reputational 
damage. 
 
Public distrust about how 
information is used can 
damage an organisation’s 
reputation. 

The system will 
automatically overwrite 
data after 30 days. 

Public are using a 
commercial vehicle 
which is used for 
public transport and 
would be expected to 
abide by the terms 
and conditions 
governing the use of 
the vehicle. 

Appropriate signage 
displayed advising of the 
use of CCTV. 

 

The individual will be aware that 
they are using a commercial 
vehicle which is used for public 
transport and that they must 
abide by the terms and conditions 
governing the use of the vehicle. 
Signage will advise of the use of 
CCTV. The system to be installed 
is to protect the public and as 
such the recording of the data is 
not considered to be excessive.  
 
 
 
 
 

Intrusion from 
recording of 
members of the 
public outside 
the vehicle. 
 

New surveillance 
methods may be an 
unjustified intrusion on 
their privacy. 
 

There will be limited 
collateral intrusion outside 
of the vehicle as the 
camera will be positioned 
accordingly. 
 
Signage will be displayed 
on the vehicle which will 
be visible from the outside. 

The cameras will be installed in a 
way that ensures that there will 
be minimal ‘over spill outside of 
the vehicle. The risk is 
considered to be minimal. The 
measure is considered to be 
justified, compliant and 
proportionate on this basis.. 

Intrusion of 
recording of 
taxi drivers 
whilst working. 
 

New surveillance methods 
may be an unjustified 
intrusion on their privacy. 
 
If a retention period is not 

The system has been 
installed to protect drivers 
who are using a 
commercial vehicle. 
 

Drivers are operating a commercial 
vehicle, which is used for public 
transport and must already abide 
by the terms and conditions of their 
licence. The data is encrypted and 
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 established information 
might be used for longer 
than necessary. 
 
Non-compliance with the 
DPA or other legislation. 
can lead to sanctions, fines 
and reputational damage 
 
 

The driver should be 
operating the vehicle in 
accordance with the terms 
and conditions of the 
Licence. 
 
Data is encrypted. 
 
Data will only be accessed 
securely in the event of an 
incident by approved and 
restricted staff 
 
 
 

will be overwritten after 30 days.  
 
The CCTV system is designed to 
help to protect the welfare and 
integrity of the drivers. 

 

Intrusion of taxi 
drivers whilst 
not working 
 
 

New surveillance 
methods may be an 
unjustified intrusion on 
their privacy. 
 

A licensed vehicle remains 
a commercial vehicle, 
used for public transport 
24 hours a day. 
 
Data is encrypted. 
 
Data will be overwritten 
after 30 days. 
 

A licensed vehicle remains a 
commercial vehicle to be used 
for public transport 24 hours a 
day. The data is fully encrypted 
and data would only be 
accessed in the event of an 
incident. Only those images 
related to the incident will be 
accessed. All other data would 
be overwritten. 
 
There is no commercially 
available option to switch the 
system on and off as this would 
leave it open to abuse, which 
would result in uncontrollable 
risks 

Storage of 
data within 
the vehicle 
 

Should the data be 
accessed it will display 
video images of 
passengers and driver 
for the previous 30 
days. 
 
Data could be accessed 
and/or destroyed illegally 
to inhibit prevention/detection 
of crime. 
 
Data losses which 
damage individuals could 
lead to claims for 
compensation. 
 

The data is stored within a 
secure unit. 
 
The data is encrypted 
 

The data is stored within a 
secure, encrypted device, that 
only an appropriate and 
authorised licensee  can access 
via the CCTV provider  where 
there is a clear and defined 
purpose 
 

Disposal of data Unsecure disposal of 
data could lead to a DPA 
Breach. 
 
If a retention period is not 
established information 
might be used for longer 
than necessary. 
 
Non-compliance with the 
DPA or other legislation 
can lead to sanctions, 
fines and reputational 

Data will be automatically 
overwritten after 30 days. 
 
Any data accessed and 
stored for the purposes of 
detecting crime and 
disorder will be kept in 
accordance with existing 
policies of retention. 
 
 
 

The Council and the service 
have appropriate data retention 
policies in place. Any data that 
has not been accessed for the 
purposes of detecting crime and 
disorder will be automatically be 
overwritten within 30 days. 
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damage. 
 

Wilful destruction of 
The data/unlawful 
access. 
 
 

Inadequate disclosure 
controls increase the 
likelihood of information 
being shared inappropriately. 
Wilful destruction may 
prevent the detection of 
Crime. 
 
Data not stored or 
disposed of in line with 
the Data Protection Act 
1998 
 
Non-compliance with the 
DPA or other legislation 
can lead to sanctions, 
fines and reputational 
damage. 

The data is held securely 
and cannot be accessed 
directly  by the driver. 
Action can be taken under 
the conditions of the 
licence in the event that 
anyone attempts to 
interfere with the system. 
 
The council has 
disciplinary arrangements 
in the event of any 
misconduct by a licensee 
of member or member of 
staff 

The system is held securely 
and the data is encrypted. 

. Action can be taken 
under the terms and conditions 
of the licence. 
 
 

 
 

 
  

Background papers 
ICO :  A data protection code of practice for surveillance cameras and personal information 
(2015) 
ICO Conducting privacy impact assessments code of practice (2014) 
SCC : Surveillance Camera Code of Practice (2013) 
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https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/282774/SurveillanceCameraCodePractice.pdf
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Appendix C 
CCTV in Taxis - conditions of use 
 
Introduction  
These guidelines set out to ensure that CCTV systems installed in Taxis and Private Hire               
Vehicles (PHVs) licensed by the Council are properly managed whilst being used to : 
 

● prevent and detect crime  
● and enhance the health, safety and security of both Taxi/PHV drivers and            

passengers 
● assisting investigations  

 
Vehicle owners, who may also be the driver and/or operator, installing CCTV systems must              
fully comply with the requirements set out in these guidelines.  
 
For the purposes of these guidelines the term "CCTV system" will include any electronic              
recording device attached to the inside of vehicle having the technical capability of capturing              
and retaining visual images and audio recording from inside or external to the vehicle. In               
addition to the standard CCTV camera system these may include for example, such devices              
as events/incident/accident data recording devices.  
 
General requirements  
Any CCTV system to be fitted must, as a minimum, meet the requirements set out in this                 
document. Only CCTV systems meeting these requirements and approved by the Council            
can be installed into licensed taxi and private hire vehicles.  
 
All equipment must be designed, constructed and installed in such a way and in such               
materials as to present no danger to passengers or driver, including impact with the              
equipment in the event of a collision or danger from the electrical integrity being breached               
through vandalism, misuse, or wear and tear. 
 
Privacy and Data Protection  
The recording and storage of CCTV images is personal data and falls within the Data               
Protection Act 1998 (DPA). The DPA defines a “data controller” as the individual or              
organisation which has ultimate responsibility for how personal data is collected and            
processed.  
 
For the purpose of the installation and operation of in-vehicle CCTV, the “data controller” is               
the company, organisation or individual which has decided to have a CCTV system installed              
and operating within the vehicle. The data controller will be responsible for processing and              
exercising control over personal information together with how images are stored and how             
they should be disclosed. Data controllers must ensure that any processing of personal data              
for which they are responsible complies with the 1988 Act. Failure to do so risks               
enforcement action, even prosecution, and compensation claims from individuals. Data          
controllers must register with the ICO and renew annually. Evidence of initial registration and              
annual renewal with the ICO may be requested by any council authorised officer.             
https://ico.org.uk/for-organisations/register/ 
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The data controller must ensure that operation of the CCTV complies with the ‘CCTV Code 
of pratice’ published on the ICO web site 
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf  
 
Using a CCTV service provider 
Where a service provider is used for the remote storage and/or management of CCTV data               
they will act as a ‘data processor’ (as defined under the Data Protection Act 1999). A data                 
processor, in relation to personal data, means any person (other than an employee of the               
data controller) who processes data on behalf of the data controller, in response to specific               
instructions. The data controller retains full responsibility for the actions of the data             
processor. There must be a formal written contract between the data controller and data              
processor (service provider). The contract must contain provisions covering security          
arrangements, retention/deletion instructions, access requests and termination       
arrangements. Documentary evidence of the contractual arrangements may be required to           
be presented to a Council official at any time during the term of the vehicle licence.  
 
Using recorded CCTV images  
The data controller is responsible for complying with all relevant data protection legislation,             
as well as being legally responsible for the use of all images including any breaches of                
privacy and data protection legislation. Any images and/or audio recordings should only be             
used for these  purposes:  

● where a crime report has been made involving the specific vehicle and the             
Police have formally requested that data or, 

● when a substantive complaint has been made to the licensing authority           
regarding a specific vehicle / driver and that complaint is evidenced in writing             
(and cannot be resolved in any other way), 

● where a request is received from an applicant e.g. police or social services,             
that has a legitimate requirement to have access to the data requested to             
assist them in an investigation that involves a licensed vehicle or driver. 

● Subject Access Request compliant with the Data Protection Act 1998. 
 
The data controller is responsible for responding to these requests in accordance within the              
Data Protection Act 1998.  
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CCTV Specification 
 
● The equipment must be permanently wired to the vehicle power supply.  
● The CCTV must be operational at all times  
● The equipment to have a clear serial or other unique identification number. 
● The equipment must not obstruct the driver’s view of the road ahead. 
● Images to be clear, date and time stamped, in colour and in high definition. 
● There must be no facility to view recorded images from within the vehicle. 
● The equipment should be removable from the vehicle when not working and not kept              

on permanent display. 
● The equipment must be tamper proof. 
● The equipment must have a built in battery backup. 
● Adequately recording after dark. 
● Recordings are only kept for 30 days and must be automatically deleted. 
● All equipment shall be installed, maintained and serviced by a competent and/or            

authorised person. 
● A simple operator user manual shall be provided on demand. 
● All stored images to be protected with no unauthorised access and all images shall be 

         encrypted. 
● Any requested images shall be capable of viewing and playback using industry            

standard software.Upon a request being made by an officer of the Council or a Police               
officer, for access to the data recorded by the CCTV system, it must be available               
within 48 hours of the request being made. 

● Clear and prominent signs within the vehicle notifying the public that is in use in the                
vehicle. The signs should giving details of the organisation/person/purpose and contact           
details. 

● The camera(s) must record both forward and rear facing images. 
● There must be a GPS tracking and positioning function together with integration with             

the vehicle electrics to determine, for example, vehicle speed. 
● Vehicles exempt from having CCTV are Executive Vehicles as specified in Appendix G 
● There must be no audio function or if an audio function is provided - this must be set in                   

the default OFF position and only activated by trigger of a panic button function. 
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